Information Assurance Engineer — Security Readiness Review (SRR) Analyst

Department: Technical

Location: McLean, VA

Part Time/Full Time: Full Time

Exempt/Non-Exempt: Exempt

Clearance Required: Minimum Interim Top Secret, based on SSBI. TS preferred.

Job Duties include but not limited to:

Participates as member of integrated government/contractor team providing 1A/Information security
Performs risk assessments and security testing as part of a security engineering team

Analyzes system security on Windows, network devices, web servers, and DB applications.
Certification & Accreditation process for IT systems and networks including documentation.
Planning and conducting security test and evaluation

Develops or analyzes Information Systems Security requirements

Job Requirements

At least a Bachelor’'s degree and six years general information systems engineering experience with at least
three years of systems administration/implementation

Minimum Interim Top Secret, based on SSBI. TS preferred.

Military or federal government experience is preferred

Experience as a watch stander or manager of a 24x7 Operations Center preferred

Project experience in sys engineering disciplines like backup and recovery, fail-over and clustering, system and
network security, performance engineering and capacity planning

CISSP strongly desired, professional certifications such as CISA, SANS GIAC, MCSE, CCNA are a plus
Experience with one or more of the following required (two preferred): ISS Internet Scanner, Retina, and Harris
STAT

Experience as system administrator in UNIX, Windows, or Networking

Physical Demands

The physical demands described here are representative of those that must be met by an employee to
successfully perform the essential functions of this job. Reasonable accommodations may be made to enable
individuals with disabilities to perform the essential functions.

While performing the duties of this job, the employee will be required to sit, communicate with other employees
and to operate computer hardware systems. Specific vision abilities required by the job include close vision,
distance vision, color vision, peripheral vision, depth perception, and the ability to adjust focus.

Work Environment

Travel requirement of at least 50%. Typically one week long trip at a time. 80% conus, 20% oconus. High
degree of client interface.

Work environment characteristics described here are representative of those that must be met by an employee
to successfully perform the essential functions of this job. Reasonable accommodations may be made to enable
individuals with disabilities to perform the essential functions.



